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Abstract— In an organization, governing privilege access to their infrastructure, data, and resources is vital to ensure that authorized 

users have the appropriate level of access to the resources required to do their functional tasks. For example, domain accounts or Local 

Admin accounts provide privileged access to network resources. 

Windows Active Directory is the primary directory service used across the globe by organizations to manage permissions and access 

network resources by administrators and is available in all Windows Server operating Systems. Initially created for centralized domain 

management service only, Windows active directory is a title used for a range of identity services in Windows Operating Systems. 

Identity and Privilege Access Management (IAM) is implemented with Windows active directory services to ensure enterprises have 

defined functional roles that enable network users or administrators to have privileged access. For example, a user might be a customer, 

an employee, or a contractor who can be an administrator, a supervisor, or an Infrastructure support personnel. The core aspect of 

implementing IAM resolves around a single digital identity per individual. These identities, once established, need to be maintained, 

modified, and monitored throughout an identity access lifecycle. The primary goal of enabling identity and access management is to readily 

provide administrators the necessary capability to change roles, monitor identities, create reports for audit and compliance purposes and 

enforce necessary policies account the enterprise.  

Privileged Access Management (PAM) is the process and technology used to control and monitor privileged entities in the network. These 

accesses are arranged in a hierarchy by domain accounts and domain groups as per their functional roles. Implementing this enables the 

organization to effectively manage access for privileged users and ensure seamless onboarding/offboarding. In addition, provisioning 

through groups allows the segregation of permissions based on the functional requirements of the roles. 

Functional roles and their permissions increase over time, making it difficult to map them. Nesting occurs on functional groups, and their 

privileges on the active directory domain and implementation of least privilege on the roles become tedious. These instances increase the 

vectors for lateral and horizontal privilege escalations, they also increase the difficulty to find the overlap in permissions and map the 

Privilege entities to their least privileged permissions.  Linux Devices have local admin accounts, which are Superuser(root), system users 

(process and daemons), and regular users. In addition, ordinary users are provided with sudo permissions to perform their functional 

activities. 

The cloud-based security tool will resolve the challenges in managing privileged accounts by identifying account password compliance and 

mapping privileged users and groups through a graph. The tool queries Windows Active Directory and Linux devices using scripts to fetch 

the necessary attributes/parameters from users/groups allowing device/Platform specific script-based deployment using natively supported 

queries to fetch account attributes. It will then map out the users and the groups using the attributes and establish relationships between 

them to show defined security statistics in a dashboard and a graph. These statistics in the security tool will allow the organization to view 

actionable insights to understand compliance and vulnerability of the privileged access in the environment. 

Index Terms— Privilege Access Analysis, Directory Services, Windows Active Directory, Active Directory, Privilege account, Identity & 

Access Management, IAM, Privileged Access Management, Windows Directory, Security tool, Cybersecurity. 

——————————      —————————— 

1 INTRODUCTION                                                                     

Rivilege Accounts exist in every organization. It is esti-
mated that a user can have up to an average of 7 privi-
leged accounts in an organization. Even though security 

policies are in place to ensure that passwords expire after a set 
period, many accounts like domain service accounts, applica-
tion accounts, shared privilege accounts, local privileged ser-
vice accounts, and default administrator accounts, i.e., root, 
administrator do not have passwords rotated. As a result, they 
usually remain unmonitored because password rotation of an 
account is a manual process. The failure of proper manage-
ment of these accounts also creates security and compliance 
concerns.  
Privileged Access Management tools are necessary for an or-
ganization to manage credentials of all privilege accounts and 

ensure adequate password compliance status. However, these 
tools are generally expensive to implement, tedious to operate, 
and require a long time to mature the organization's security 
posture. SME/SMB organizations do not have the financial 
bandwidth to implement expensive PAM security tools.  
 
Enterprise security tools available in the industry have the 
following limitations: 
i. They cater to limited security use cases for the organi-
zation. 
ii. They are costly to implement, maintain and custom-
ize. 
iii. There is a lack of open-source standard tools and pro-
cesses throughout the IAM domain.  

P 
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Privilege Account management relies more on implementa-
tion experience.  
iv. Simple reporting for PAM is expensive as it requires 
manual script customization and deployment over a wide 
range of Operating systems, devices, appliances & platforms. 
v. They are unable to map the privilege accounts across 
the various platforms available. 
 
Windows Active Directory is implemented across the globe by 
organizations to manage permissions and access to network 
resources by Privilege users, hence chosen as the primary 
scope of the proposed security tool. 
 
Linux Operating systems are utilized across the globe due to 
their robustness and cost-effectiveness. In addition, as Linux 
powers 90% of all cloud infrastructure [8], it has been chosen 
as the secondary scope of the proposed security tool.  
 
When organizations use Windows Active Directory [1] to 
manage their core infrastructure, privileged accesses are pro-
visioned according to functional roles, using domain accounts 
and domain groups [9]. As a result, nesting occurs in the privi-
leged access as defined permissions overlap with the increased 
user base and functional roles. As a result, it becomes chal-
lenging to find the overlap in permissions and map the privi-
lege accounts to the least privileged permissions required for 
the functional tasks.  
 
When organizations use Linux devices, local admin accounts 
like Superuser(root), system users (process and daemons), and 
regular users [7] are used to manage the services. Once regular 
users are granted sudo permissions by being added to the 
sudo list, they have privileged local permissions without any 
restrictions, audit capabilities, or controls. 
 
The security solution will communicate with the Windows 
Active Directory using REST APIs over HTTP (port:80), where 
native PowerShell commands from the Active Directory Mod-
ule query the domain controller. These collect the necessary 
attributes of users and groups to be stored in a database in the 
security tool. In addition, it will analyze the stored data of the 
users and the groups, establish relationships between them, 
and show password compliance and statistics of privileged 
accounts in the windows directory. It will also display the re-
lationship in a graphical format. The security solution will also 
connect to Linux using REST APIs over HTTP (port:80), where 
data of local admin users is gathered using standard com-
mands. The attribute data is collected and stored in a database 
in the security tool. 
 
There is no existing formal research to baseline the project ap-
proach, framework, and implementation of Privilege Access 
Analysis. Therefore, risk reduction in Identity in Access man-
agement is based on implementation experience on the tech-
nology implemented in the organization. The literature review 
provides the critical approach with the predominant technolo-
gies used to reduce risk and thereby to help formulate the 
fundamental concepts around privilege access analysis. 

 

2 LITERATURE REVIEW 

 
This study explores Privilege Access Analysis in the Identity 
and Access Management (IAM) domain of cybersecurity. Un-
fortunately, there has been no formal research around Privi-
lege Access Analysis for overall cybersecurity risk reduction 
and mitigation to baseline the research. However, the research 
papers below advise on the key parameters to achieve risk 
reduction based on the technology implemented for privilege 
access. These assist in formating an approach towards Privi-
lege Access analysis based on the predominantly used tech-
nologies in the IAM domain.  
Privilege access is the core subject of the project. The privi-
leged identity (Privilege account) should exist within a policy-
effective domain(s) to implement adequate access controls. 
Role-based access control (RBAC) regulates access based on 
the known identity or attributes, such as groups, security 
clearances, and roles. Role-based access control is a crucial 
method to configure access in an organization and is used by 
most organizations in their Directory Services. Segregation of 
Privileges ensures flexible, functional implementation in 
providing access to network resources.[4] 

 
Information visualization research deals with unstructured 
data. However, this is not the Primary subject for this project. 
Visualization in this project focuses on representations of 
structured data queried from the Windows Active Directory 
and Linux Devices as graphs are the fundamental structural 
representation of the data, we are using to map the Privilege 
account information. Information visualization is a core aspect 
in displaying the data analyzed in the context of privilege ac-
count in this project.[10] 

 
Windows Active Directory is a directory service used to store 
user information about network resources and provide a hier-
archal access structure to the network infrastructure and other 
applications. It is a central collection of users, groups, and 
computers, enabling single sign-on (SSO) for devices and ap-
plications joining the AD domain.  

It stores information about network resources such as users, 
user credentials, groups and makes the information available 
to users and administrators. In addition, the active directory 
allows the administrator to manage centralized management 
with the help of group policy. 

When a user authenticates into a Workstation that is a 
member of a windows domain, the active directory validates 
the username and password and allows access. 
Existing tools provide mechanisms for managing user proper-
ties, passwords, and group membership in bulk; however, 
each tool only solves an individual problem.[2], [3], [9] 
 

Privileged Access Management (PAM) is a crucial ar-

ea of data security in an organization. Privileged accounts are 

provided to administrators and other users to access critical 

data and applications. Evolving practices along with digital 
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transformation have ensured that privileged accounts are 

widespread. If not managed securely, organizations can be 

exposed to the risks of unmanaged shared accounts, aban-

doned accounts, and malicious actors are becoming more 

adept at misusing the credentials to gain access to vulnerable 

or critical resources. To reduce risk and ensure stringent GRC 

obligations are met, a cost-effective PAM solution is essential. 

[11] 

 

Lateral privilege escalation in Windows Infrastructure occurs 

when attackers create anomalies at the behavior level of privi-

lege access. In a scenario where a domain admin account can 

only be used from a specific workstation, when used from 

another workstation becomes a suspicious activity and may 

indicate lateral movement, where the detection of lateral 

movements is possible by effectively monitoring the Windows 

events. Lateral movements are detected by identifying the use 

of accounts from or to unusual or non-authorized systems. [6] 

 

Prominent lateral movement techniques are dependent on 

obtained credentials stolen from the attacked network or indi-

vidual. For example, the Red October hacker activity saw at-

tackers compile a list of all credentials from any available loca-

tion on the internal network to navigate the IT environment 

undetected from 2007 to 2013. If malicious activity raised sus-

picion on one set of credentials, the attacker switched and 

moved to another network area. [12] 

 

In conclusion, the research gap and unavailability of baseline 

research for Privilege Access Analysis in Identity and Access 

Management (IAM) domain in cybersecurity confirms that 

there is no single method or approach to address a security 

solution that can analyze and effectively reduce risk in the 

organization. Hence, we have created a clearly defined prob-

lem statement to create and implement the security solution 

proposed for this project.  

3 PROBLEM STATEMENT 

As users can have up to 7 privileged accounts in an 
organization, however even though policies are in place to 
ensure that passwords expire after a defined period of time, 
however many accounts like service accounts, application 
accounts, shared privilege accounts, and default administrator 
accounts go unmonitored as password change is a manual 
process and fail compliance. As Windows Active Directory is 
the primary directory service used across the globe by organi-
zations to manage permissions and access to network re-
sources by administrators, our observation advised that this 
would be the most optimum directory service to build the 
monitoring capability.  

 

Organizations use Privilege accounts to provide access to their 
staff to access infrastructure. Windows Activity Directory ser-
vices are the most widely implemented directory services used 
to create roles and permissions for Privilege accounts in an 
organization, enabling them to segregate permissions and ap-
ply Group policies to most of their infrastructure seamlessly.  

 

In large organizations, Privileges are overprovisioned and 
nested in Active Directory. Security policies are enforced to 
ensure compliance, but there is no periodic validation to check 
if they have been successfully executed. Furthermore, with an 
increasing number of privileged accounts (Interactive and 
non-interactive), regular password updates are not feasible 
due to the efforts required to ensure compliance. 

 

 

 

 

 

 

 

 

 

 

 
 
 
 
 
Figure 3.1: Fundamental design of the security tool.  
 

This project proposes to create a cost-effective cloud-based 
security solution that could analyze and map the Privilege 
accounts on Windows Active Directory and Linux Devices. It 
would provide actionable insights to the organization 
through a dashboard and graph to help in risk reduction. 
The solution uses REST APIs to collect the Account attrib-
utes from the platforms using native commands, i.e., Pow-
erShell in Windows AD and CLI for Linux. It would then 
store the Account attributes in a database for further analy-
sis. Furthermore, it would map the users and groups and 
represent them in a graphical format.  

 

 As the Identity and Access management domain ap-

plies to various technologies, we have formulated the study's 

objectives to ensure a well-defined approach towards creating 

the framework for this solution.  

 

4 OBJECTIVES OF THE STUDY 

The project aims to create a security tool to assist the 

organization by providing insights to reduce risk, which is 

IJSER

http://www.ijser.org/


International Journal of Scientific & Engineering Research Volume 12, Issue 8, August-2021                                                                                                 907 

ISSN 2229-5518  

 

IJSER © 2021 

http://www.ijser.org  

achieved by conducting Privilege Access analysis and sharing 

critical information in a concise dashboard. 

The below Primary and Secondary objectives are 

clearly defined to achieve key metrics in Privilege Access 

Analysis in the security tool.  

 

 

Functional design of the security tool. 

 
Primary Objectives 

 

1. Create a cloud base Privilege Access Analysis Security 

tool. 

2. Map out the Privilege accounts, privilege groups, and 

their attributes in AD and Linux.  

3. Use attributes to analyze accounts and establish rela-

tionships in Privilege Access. 

4. Show password compliance status and group nesting 

and establish a vulnerability metric of privilege ac-

counts in a dashboard.  

 

Secondary Objectives 

 

1. Create an API-based scalable approach to store ac-

count attributes queried from Active Directory and 

Linux using APIs, which can be stored in a database.  

2. Identify all the users and groups which are nested 

based on data. 

3. Visualize directory Mapping in a graph. 

4. The data analyzed will display the below security at-

tributes in a dashboard: 

i. The password compliance status of all ac-

counts.  

ii. Sudo users on the servers with their privileg-

es.  

 

The tool utilizes local python scripts to query the Windows 

Active Directory services for users and groups created in the 

domain to retrieve all attributes which constitute the Privilege 

accounts in the environment. The data collected is stored in 

the security tool server in a MySQL database. The database is 

analyzed to create the statistics necessary to extrapolate the 

compliance information. 

 

The compliance statistics of the accounts are displayed 

through the micro web service or Web micro-framework 

FLASK, ensuring complex data is available to all the relevant 

stakeholders to be absorbed, analyzed, and used to improve 

the organization's security posture. The solution aims to pro-

vide the security tool user, analyzed data that is otherwise not 

easily or readily available or easily understandable. Complex 

AD queries can fetch the data but organization, and utilization 

of the data for Privilege access requires a clear understanding 

of AD.  

 

The design of the security tool enables us to have a dual pur-

pose, to make the data queried from AD available and export-

able, along with visualization of the data as per key metrics 

derived to assist in establishing the PAM security posture of 

the organization using Windows Active Directory Services.  

 

 The solution aims to provide an inexpensive real-time over-

view of the organization's compliance. These parameters are 

not available in any previous use cases of expensive security 

tools available in the market. A new approach to ensure com-

pliance for Privilege Accounts was necessary to create the so-

lution/utility to provide a new perspective to Privileged Ac-

cess Management tools. 

 

The cloud-based Security tool is created in the Amazon Web 

Services (AWS) environment with a working AD and Linux 

infrastructure to replicate real-world scenarios. We have used 

the infrastructure to set up a windows domain controller, 

Linux servers, and an Ubuntu server for the security tool that 

will pull the data from the AD server using API scripts. The 

Ubuntu server is also a webserver to display the analyzed data 

to the users.  

 

This solution would be modular and easy to implement in any 

AD infrastructure and would only need python-generated API 

queries deployed in the existing domain controllers. In addi-

tion, the security tool is created using Web Micro Frame and 

data displayed in an understandable dashboard.  
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The critical element of the project is to create a securi-

ty solution that analyzes the data display of the Privilege Ac-

cess Analysis metrics to add value to the organization. The 

Project Methodology further elaborates on the method to 

achieve the objectives of the security solution.  

 
 
 

5 PROJECT METHODOLOGY 

 
This security tool creates the mapping utility to query the 
Windows Activity directory and visually show the Privilege 
Account statistics. Hence to achieve this objective, we have 
replicated a real-world infrastructure in the AWS environ-
ment. The environment contains a Primary Domain controller, 
two Linux servers, and the Security tool server.  

 
Active directory services installed in a Windows 2016 server, a 
Primary Domain Controller in AWS, contains privileged ac-
counts and groups. Python Scripts query the Active directory 
using PowerShell commands, transfer the user and group at-
tributes using REST API to the security tools server, and store 
them in a MySQL database. The data, once stored, is analyzed 
to form PAM parameters displayed in a simple GUI.  

 
This model Privilege account Environment is based on real-
world scenarios containing PAM Role-based access control 
(RBAC) and User-based access control (UBAC) models pre-
dominantly used in organizations to manage roles and per-
missions.  

 
Scripts used in Linux servers query the OS using standard 
commands to find out the list of local users and users with 
sudo privileges. These user attributes are analyzed after being 
stored in the database in the security tool. Once analyzed, the 
Privilege access parameters are displayed on the dashboard. 

 
The user and group attributes in both Windows Active Direc-
tory and Linux devices are analyzed for any correlation to en-
sure the incoherent data is visualized in a readily available 
dashboard of the security tool.  

 
The following are considered the most critical aspects of the 
solution design: 

1. Data can be queried from Windows AD and Linux 
devices using custom python scripts, providing real-
time access to the data.  

2. The Privilege users and AD Groups attributes can be 
easily searched from the GUI of the security tool.  

3. Critical statistical information providing the Privilege 
posture of the organization is available in the security 
tool.  

 
 

6 RESOURCE REQUIREMENT SPECIFICATION 

 
 

SL 
No 

Resource Type Function 

1 AWS The Working environment is 
built on AWS to enable easy 
deployment and accessibility 

2 Windows Server 
2016 

This OS is used for the de-
ployment of critical Active Di-
rectory services required for the 
Core infrastructure 

3 Windows Domain 
Controller 

Windows Domain controller is 
implemented in the Windows 
Server to enable Active Directo-
ry. 

4 Windows Active 
Directory 

Active directory is used to cre-
ate a standard PAM model for 
Privilege accounts using 
RBAC/UBAC. 

5 Windows Pow-
erShell 

Active Directory module in 
PowerShell is used to query AD 
to gather User and group at-
tributes 

6 Ubuntu 18.04 LTS Standard Ubuntu is used as a 
security tool server to fetch the 
data, store the data and display 
the data 

7 FLASK Web microservice framework 
used to build a simple Graphic 
user interface 

8 MySQL 5  The database is used to store 
the gathered account and 
group attributes. 

9 JavaScript Chart.js functions are used to 
display the data in a statistical 
formal 

10 Python Python scripts have been used 
to structure the AD queries, 
retrieve the data using APIs to 
the utility server. 

11 Ubuntu Devices Linux Operating systems serv-
ers to replicate PAM infrastruc-
ture 

 
Amazon Web Services: This cloud computing service provid-

er was used to build the solution. The core infrastructure cre-

ated using the Amazon Elastic Compute Cloud service allows 

deploying virtual servers on the internet with 99% availability 

and low cost. 

Windows Server 2016: The windows server operating systems 

was selected to ensure reliability in building windows activity 

directory services. In addition, it allows the most seamless 

method to build the core infrastructure required to demon-

strate the solution.  
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Windows Domain Controller: Windows Domain controller is 

a built-in Windows Server 2016 server, where it is used to re-

spond to authentication requests within the computer domain. 

The domain controller is a standalone DC created to replicate 

the core infrastructure in organizations.  

Windows Active Directory: Active directory role enabled in 

the Windows Service is used to create the network users in the 

PAM model. The users are based on RBAC/UBAC PAM 

models and segregated based on groups. Nesting is purposely 

created to display the capabilities of the security tool. 

Windows PowerShell: PowerShell is used as an automation 

and configuration management framework [13] consisting of a 

command-line shell and the associated scripting language. 

When used via administrative rights, PowerShell provides 

complete access to WMI, enabling us to query the active direc-

tory directly and retrieve the necessary data from Windows 

local and Windows Domain Servers.  

Ubuntu: Ubuntu OS is a Linux distribution based on Debian 

containing free and open-source software.  

The easy accessibility of open sources resources required to 

deploy the solution was the primary reason to select the OS.  

FLASK: FLASK is a microframework written in Python for the 

web, and it does not require any particular tools or libraries; 

however, as FLASK supports extensions that can add applica-

tion features, this was chosen to create the GUI.  

MySQL: MySQL is a free and open-source relational database 

management system that organizes data into data tables 

where data types may be related. These relations can further 

help structure the data.[14] 

JavaScript: avaScript is a high-level programming language 

used in designing the web GUI of this security tool.  

Python: It is a high-level Programming language used to cre-

ate the necessary scripts for the Utility servers.  

The above components were carefully chosen after consider-

ing the objectives defined for the project to develop the securi-

ty tool. They are the fundamental blocks for the software de-

sign and workflow of the security tool.  

 

7 SOFTWARE DESIGN 

 
 
 
 
 
 
 
 
 
 
 

 
 
 

 
 
 
 
 
 
 
 
 
The above diagram represents the low-level design of the Project 
implementation 

 
Primary functional components:  
Core Infrastructure: The core Infrastructure contains the Win-
dows 2016 servers, used as PDC to deploy Windows Active 
Directory services 
CoreDirectory.Internal: Domain was created for the core infra-
structure and necessary structure OUs to segregate Access 
permissions based on Role-based access control and user-
based access control. 
Based on the best industry practices, users and groups were 
created as per the diagram below to emulate the Privilege Ac-
cess Model of an organization. 
PAM Database: MySQL database was created to store all que-
ried AD objects and their attributes for further analysis.  
Security tool Server  
This server is created using Ubuntu OS to contain all the data, 
scripts, and the solution's web interface.  
Account Compliance and Statistics 
The data gathered is then analyzed and display in the GUI 
dashboard for interpretation.  
 

 
 

8 RESULTS  

 
 
 
 
 
 
 

 
 
The above screenshot displays the Fetch Data capability of the Web 
Application 
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The above screenshot displays the Show All AD user Page. 

 

 
 
 
 
 
 
 
 
 

 
The above screenshot displays the User attributes and permissions. 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
The above screenshot displays the Show All AD Admins page. 
 
 
 
 
 
 
 
 
 
 
 

 
The above screenshot displays the Statistics dashboard of the security 

tool. 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
The above screenshot displays the Windows active groups and users 

in a graph. 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
The above screenshot displays the standard list of Linux users con-

figured where non-standard users are highlighted in red. 

 
 
 
 
 
 
 
 
 
 
 

 
 
The above screenshot displays the Linux device statistics in the envi-

ronment. 

 

9 ANALYSIS AND RESULT 

 
The problem statement varied as Privilege access compliance 
is required in each organization that uses a digital resource on 
a network. Active directory is almost always used to ensure 
Roles and permissions can be segregated based on the scope of 
access required.  
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The solution provides a seamless and accessible interface to 
extrapolate the data from AD and use it for analysis. Although 
querying AD and Linux devices is possible manually, using 
the security tool provides access to data in a single dashboard 
that can be used to analyze further or design a more efficient 
PAM model.  
By simplifying the task and prioritizing data visualization, 
data analysis, data gathering, and accessibility to the data, we 
effectively resolve a challenge faced by administrators of an 
organization. 
The objective is also to discover other data points which can be 
analyzed and developed better intelligent capabilities for the 
user.  
 
 

10  CONCLUSIONS 

 
The cloud-based security tool creates a new approach toward 

privilege access management.  

The visualization of data helps to quickly digest the com-
pliance posture of the Privilege accounts in the domain and 
the Linux devices. 

 

11  FUTURE WORK 

 
This solution could be further customized based on the follow-
ing prospects to add value to the organization.  

1. Password rotation and account disabling features 
built into the security tool.  

2. Upon discovering privilege nesting in the Windows 
active directory after mapping, further intelligence 
could be added to the security tool to suggest better 
PAM implementation models to the administrators. 

3. Security to the tool is enhanced by server hardening 
and ensuring all communication from the device to 
the tool occurs through the encrypted HTTPS proto-
col. 

4. Email notification engine can be implemented to pro-
vide notifications to the administrator using SMTP.  
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